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ABSTRACT
Studies since 1990 attempt to define and quantify the motor insurance fraud, identify key fraud
indicators and suggest fraud detection approaches. However, as of today, there is no widely
accepted list of fraud indicators or a general model. Therefore, the aim of this study is threefold. First of all, to propose a systematic and comprehensive literature review on the subject.
After thoroughly presenting the motor insurance fraud detection and cost sensitive decision
making literature (including the performance measurement difficulties in the case of
imbalanced datasets), we suggest an improved cost saving calculation method. Finally, we
compared the cost saving ability of 77 (40 respectively) fraud detection methods using
Romanian corporate data. The findings clearly show that data mining techniques are becoming
more and more popular but also reveal the missing of cost-sensitive approaches and the lack of
reliable up to date datasets in academic research. Taking into accounting the current Romanian
context, the results show that only a small percent of the currently available motor insurance
fraud detection methods can be applied in a truly lucrative manner.

Keywords: motor insurance; insurance fraud; fraud detection; literature review; data
mining; cost-sensitive decision making

2

TABLE OF CONTENTS
Abstract ..................................................................................................................................... 5
Acknowledgements .................................................................................................................. 6
Abbreviations ........................................................................................................................... 9
List of Tables .......................................................................................................................... 10
List of Figures ......................................................................................................................... 11
INTRODUCTION.................................................................................................................. 12
CHAPTER 1 – The Motor Insurance Industry .................................................................. 15
1.1

The emergence of motor insurance ...........................................................................15

1.2

Motor insurance policy types and available coverages… .........................................16

1.2.1

General types of motor insurance policies .........................................................17

1.2.2

Available coverages in the developed markets ..................................................17

1.3

Liabilities and legislation ..........................................................................................19

1.3.1

General legal liabilities in motor insurance .......................................................19

1.3.2

Duties after an accident – in general ..................................................................20

1.3.3

Legislation in the EU .........................................................................................21

1.3.4

Motor liability insurance regulation in Romania ...............................................22

1.4

The motor insurance market ......................................................................................23

1.4.1

The motor insurance market in the USA, Canada, Japan and China .................23

1.4.2

The European motor insurance market ..............................................................26

1.4.3

The Romanian motor insurance market .............................................................29

CHAPTER 2 – Financial, Insurance and Motor Insurance Fraud ................................... 31
2.1

Financial fraud...........................................................................................................31

2.1.1

Presentation of the major financial fraud types .................................................32

2.1.2

Classification of data mining methods and techniques used to detect and

prevent financial fraud ......................................................................................................34
2.2

Insurance fraud ..........................................................................................................36

2.2.1

Insurance fraud schemes ....................................................................................38

2.2.2

Cost of insurance fraud ......................................................................................41

2.2.3

Consequences of insurance fraud illustrated with examples .............................46

2.2.4

Combatting insurance fraud ...............................................................................48

2.2.5

Brief presentation of the special investigation units ..........................................54

3

2.3

The motor insurance fraud ........................................................................................59

2.3.1

Motor insurance fraud schemes .........................................................................59

2.3.2

The prevalence and the costs of motor insurance fraud .....................................61

CHAPTER 3 – Motor Insurance Fraud Detection ............................................................. 63
3.1

The related literature .................................................................................................63

3.2

The general process of motor insurance fraud detection...........................................71

3.3

Data mining methods used in the motor insurance fraud detection ..........................72

3.4

Motor insurance fraud indicators ..............................................................................83

3.3.2

Motor insurance fraud indicators in the literature..............................................83

3.4.2

Ranking of the non-bodily injury related fraud indicators.................................88

3.4.3

Aggregated ranking of the non-bodily injury related fraud indicators ..............94

3.5

Imbalanced datasets and performance measurement ................................................97

3.5.1

The imbalanced dataset problem .......................................................................98

3.5.2

Measuring the classification performance .......................................................102

3.6

Systematic presentation of the studied researches ..................................................105

CHAPTER 4 – Cost-effectiveness of the Motor Insurance Fraud Detection Methods in
Romania ................................................................................................................................ 114
4.1

The proposed cost saving calculation method.........................................................114

4.1.1

Cost saving calculation methods in the literature ............................................116

4.1.2

The proposed cost saving calculation method .................................................119

4.2

A case study on a Romanian sample .......................................................................120

4.3

Heatmaps with the cost saving ability of the detection methods ............................124

CONCLUSIONS .................................................................................................................. 127
Bibliography ......................................................................................................................... 133
Electronic references ........................................................................................................... 145
Appendix ............................................................................................................................... 146

4

Abbreviations
ALFA,

Agency Against Insurance Fraud

CCI,

Comprehensive Car Insurance

DT,

Decision Tree

FBI,

Federal Bureau of Investigation

FCM,

Fuzzy C-Means Clustering

FFD,

Financial Fraud Detection

FN,

False Negatives

FP,

False Positives

FSA,

Financial Supervisory Authority

GA,

Genetic Algorithm

GMDH,

Group Method of Data Handling

IAATI,

International Association of Auto Theft Investigators

IFB,

Insurance Fraud Bureau

IFED,

Insurance Fraud Enforcement Department

IFR,

Insurance Fraud Register

IPD,

Insurance & Pension Denmark

KNN,

K-Nearest Neighbors

MTPL,

Mandatory Third Party Liability Insurance

MLP,

Multilayer Perceptron

RF,

Random Forest

SIU,

Special Investigation Unit

SVM,

Support Vector Machine

TP,

True Positives

TN,

True Negatives

UNESPS,

Spanish Union of Insurance and Reinsurance Companies

m,

million

bn,

billion

5

List of Tables
Table 1: Data mining methods (with their strengths and limitations) used in the motor
insurance fraud detection .................................................................................................. 81
Table 2: Non-bodily injury related fraud indicators, their occurrence frequency and
significance ....................................................................................................................... 85
Table 3: Bodily injury related fraud indicators and their occurrence frequency and
significance ....................................................................................................................... 87
Table 4: Ranking of the non-bodily injury related fraud indicators ........................................ 89
Table 5: The aggregated ranking of the non bodily injury related fraud indicators ................ 94
Table 6: The Kendall rank correlation coefficients with their p-values .................................. 97
Table 7: Confusion matrix of a binary classifier ................................................................... 102
Table 8: Most common performance metrics derived from the confusion matrix ................ 104
Table 9: Accuracy, sensitivity and specificity of the applied techniques .............................. 105
Table 10: Motor insurance fraud detection practices based upon the detection/classification
algorithm ......................................................................................................................... 108
Table 11: Datasets used in motor insurance fraud detection researches ................................ 109
Table 12: Annual distribution of the motor insurance fraud detection researches ................ 111
Table 13: Distribution of the motor insurance fraud detection articles by journal title ......... 112
Table 14: Confusion matrix of a binary classifier ................................................................. 114
Table 15: Cost matrix of a fraud detection method ............................................................... 118
Table 16: Cost saving potential of the detection methods ..................................................... 123
Table 17: Cost saving potential of detection methods in case of two Romanian insurance
companies ....................................................................................................................... 124

6

List of Figures
Figure 1: The general motor insurance fraud detection process .............................................. 71
Figure 2: Example graphical representation of a Bayesian belief network showing the causal
relationship between hypotheses H6 and H3 .................................................................... 73
Figure 3: A simple neural network with three input variables, two outputs, and a single
hidden layer ...................................................................................................................... 74
Figure 4: Two dimensional example showing the margin of separation between support
vectors and hyperplane ..................................................................................................... 76
Figure 5: Standard genetic algorithm process .......................................................................... 77
Figure 6: Binary decision tree where the input variables Xi will be a list of input predicates
and the outputs Yi will classify the results into one of multiple classes........................... 78

7

INTRODUCTION
Motor insurance fraud is an issue that has significant consequences in both the insurance
industry and daily life. Fraud can reduce confidence in the industry, destabilize economies, and
affect people’s cost of living. Surveys and studies since 1990 attempt to quantify the size of
these kind of activities, identify key fraud indicators, suggest methods and models that can
indicate or forecast the potential fraudulent claims in the motor insurance industry. However,
as of today, there is no widely accepted list of fraud indicators or a general model. In most
countries the actual size of this kind of activity is also unknown. Moreover, most of the authors
in the academic literature used their own datasets with different potential fraud indicators and
applied them on a self-developed model whose performances are measured by an arbitrary
metric.
The relevance and importance of the topic is underlined by the many reports published
related to the topic, which state, that insurance fraud affects 10-20% of all the contracts even
in the most developed countries. Therefore, insurance fraud is the second most widespread and
large-scale financial fraud, after tax fraud. A report from the FBI states that an average US
family has $400-$700 extra expenses each year caused by the insurance fraud (FBI, 2011). If
we consider the motor insurance only, in the USA and Western Europe, 7-10% of policies are
affected, while in Central and Eastern Europe regions the number is 10-20%. In Romania, there
is no official statistics regarding motor insurance fraud, however, Thomas Brinkmann, country
manager of Friss, declared in 2017, at the International Insurance-Reinsurance Forum (FIAR),
that at least 15% of motor insurance policies are affected in Romania. This seems to be backed
up by the 2016 FSA report as well, which estimates 16%. From a financial point of view, this
means that the scale of the fraud is 1.7-1.8 billion RON yearly, which is equivalent to around
400 million euros.
Therefore, the aim of this study is three-fold. First of all, similarly to (Ngai, et al., 2011),
(West & Bhattacharya, 2016), and (Abdallah, et al., 2016), this study attempts to present a
systematic and comprehensive academic literature review strictly focusing on the motor
insurance fraud detection (contrary to the aforementioned publications whose focus were the
general financial fraud detection). 44 journal articles and 8 conference proceedings on the
subject published between 1990 and 2019 will be analyzed based on key aspects such as the
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dataset, the fraud indicators, the detection algorithm or the performance of the detection
methods.
After thoroughly presenting the motor insurance fraud detection literature (including the
cost sensitive decision making literature and the performance measurement difficulties in the
case of imbalanced datasets, such as the motor insurance fraud datasets), we suggest an
improved cost-saving calculation method (which takes into account the real claim screening
process steps with their costs) in order to offer an easily usable metric to compare the different
approaches from the literature.
Finally, we compare the cost saving ability of 77 (respectively 40) motor insurance fraud
detection methods using Romanian corporate data. By doing this, we will be able to answer the
main question of the research, namely that the currently available motor insurance fraud
detection methods can be applied in a truly lucrative manner.
Of course, during the analysis of the aims and questions enumerated above, more and more
topic-related questions arise. Some of the questions are: which are the most important fraud
indicators or the most efficient fraud detection methods in specific market and economic
circumstances? We could also list here the questions related to the literature, such as: to what
extent are the fraud detection datasets presented in the literature representative, considering the
current market environment?
In order to answer these secondary research questions, we complemented the main study
with more subchapters, which are not strictly necessary (in order to answer the main research
question), however, they are connected to the topic of the study and offer great help in finding
these answers. For instance, the chapter in which we discuss fraud indicators and build an
aggregated raking based on different points of view or the chapter presenting heatmaps, which
aids in comprehending the performance of specific fraud detection methods in different market
and financial circumstances, thus easing the future work of any insurance company or scholar.
In addition to the topics listed so far, the research seeks to provide the reader with a general
overview of financial and insurance fraud, its types, related legislation and last but not least
their economic implications.
The rest of the study is organized as follows: in the first chapter, after a brief introduction
about the emergence of motor insurance, the laws currently regulating the motor insurance,
with emphasis put on EU and Romanian laws and the various types of motor insurance policies
9

and available coverages will be presented. The chapter also offers insight into the current trends
of the motor insurance market.
In the second chapter different insurance fraud techniques will be presented, along with
various data mining methods used for prevention and detection. The chapter dedicates special
attention to insurance fraud. Beside these, the techniques used by the antifraud departments to
combat insurance fraud will also be presented. Finally, in the last part of the chapter a detailed
presentation of the motor insurance fraud schemes along with the size and expense of such
activities in certain countries will be offered.
In the third chapter we focus especially on motor insurance fraud and their detection
methods. Besides presenting the related literature, we will also analyze the most important
fraud indicators, the most frequently used data mining and artificial intelligence-base fraud
detection methods, accentuating both their pros and cons. Additionally, we will review the
datasets present in the literature and the specific measuring metrics used for measuring
performance.
In the fourth chapter we will analyze the studied fraud detection methods’ cost saving
ability in the current Romanian context. By considering the performance of the fraud detection
methods depending on the economic context and the potentially differing industrial
requirements, we also build up heatmaps to simulate all the detection methods’ performances.
Finally, the last chapter summarizes the results and presents the limitations of the study.
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SUMMARY: CHAPTER 1 – THE MOTOR INSURANCE INDUSTRY
When the motor vehicle was invented – at the end of the 19th century – the need for
insurance did not appear instantly. In some countries, like the United Kingdom, there was a
safety law in use: a person had to walk in front of a moving vehicle with a red flag to warn its
drivers of hitting the pedestrians. In 1896 they revoked this regulation and the British motor
industry slowly started to develop. In 1898 the first motor insurance policy was issued, even
though comprehensive insurance appeared only a few years later (Benetton, 1994).
Since then, the motor insurance industry became one of the biggest insurance industry. For
example, in 2018, the number of registered vehicles reached more than 273 million in the USA,
while in Europe were more than 215 million. Furthermore, only in the US, the private passenger
automobile insurance premium exceeded the 148 billion dollars in 2019.
Because of the above mentioned rapid development of the motor insurance industry, in the
first chapter we present some of the key numbers of the motor insurance market, such as the
number of policies, accidents, fatalities or the average insurance premium, with special
emphasis on the European and Romanian markets.
In addition to presenting the key numbers of the insurance markets, in the first chapter the
various types of motor insurance policies and the available coverages are also presented. Based
on (Sims, 2019) the following coverages are the most commonly used in order to protect the
insured automobile owners, the third parties and their properties: medical payment coverage,
liability coverage, physical damage coverage and uninsured motorists coverage. Each of these
coverages with their specifications are presented in the first chapter.
After presenting the diverse types of motor insurance policies and their specifications, it is
essential to clarify the responsibilities resulting from insurance contracts and its associated
legal regulations, at the very least in the case of the European Union and Romania. Obviously,
the regulations themselves or the methods which are used to determine compensations, differ
in each country, however a few common main principles can be found. This is especially true
in case of the European market, where the regulations are harmonized at the level of the
European Union.
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SUMMARY: CHAPTER 2 – FINANCIAL, INSURANCE AND MOTOR
INSURANCE FRAUD

Before all, the second chapter of the thesis offers a clear and detailed definition of concepts,
such as: fraud, fraudulent claim, financial fraud, insurance fraud and fraud detection. After that,
in the first part of the second chapter, different financial and insurance fraud techniques are
presented, along with various data mining methods used for prevention and detection. Based
on the FBI – Financial Crimes Report, financial fraud can be split into the following seven
categories: credit card fraud, securities and commodities fraud, financial statement fraud,
insurance fraud, mortgage fraud, money laundering (FBI, 2011).
In the second part of this chapter we analyze those fraud detection and prevention methods,
which are used the most by the financial institutions. (Ngai, 2011) splits these methods in the
following six categories: classification, clustering, prediction, outlier detection, regression and
visualization. The general operating principles of these six categories, their advantages and
disadvantages are also presented in this section.
By focusing on the goals of the current thesis, we dedicated special attention to insurance
fraud, by presenting how they operate, their characteristics and the related statistics and trends.
Besides, we concisely presented the techniques which are used by the antifraud departments to
combat insurance fraud.
Finally, in the last part of the chapter, we offered a detailed presentation of the motor
insurance fraud, along with the size and expense of such activities in certain countries. Based
on the literature, on corporate surveys and on the reports of different investigative bodies, we
identified 14 different motor insurance fraud schemes. These are the following: ditching, past
posting, vehicle repair, vehicle smuggling, phantom vehicles, staged accidents, inflated
damages, vehicle identification number (VIN) switch, rental car fraud, property schemes,
inflated inventory, phony or inflated thefts, paper boats and arson for profit. In addition to the
identification of motor insurance fraud schemes type, the prevalence and the costs of motor
insurance fraud are presented in detail.
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SUMMARY: CHAPTER 3 – MOTOR INSURANCE FRAUD
DETECTION

In the third chapter we focus especially on motor insurance fraud and its detection methods.
First of all, the related literature is presented. We managed to identify 52 scientific articles and
conference proceedings (since 1990) which are indexed by the Web of Science and are related
to the motor insurance fraud domain. A part of these studies approached the motor insurance
fraud domain theoretically (such as (Weisberg & Derrig, 1991); (Derrig & Ostaszewski, 1995);
(Derrig, 2002); (Tennyson & Salsas‐Forn, 2002); (Warren & Schweitzer, 2018)), while others
offer a specific fraud detection system (for example (Belhadji & Dionne, 1998); (Artıś , et al.,
1999); (Artís, et al., 2002); (Viaene, et al., 2002); (Viaene, et al., 2005); (Viaene, et al., 2007);
(Pinquet, et al., 2007); (Phua, et al., 2004); (Bermúdez, et al., 2008); (Wilson, 2009);
(Sundarkumar, et al., 2015); (Sundarkumar & Ravi, 2015); (Hassan & Abraham, 2016);
(Subudhi & Panigrahi, 2017); (Wang & Xu, 2018); (Majhi, et al., 2019); (Zelenkov, 2019)).
After the presentation of the literature on motor insurance fraud detection, the fraud
detection process is presented. At this point, it is important to mention, that none of the
currently existing anti-fraud technologies can by themselves prove fraud. High level
investigations are crucial in tackling fraud, and currently technology cannot replace an
experienced and skilled investigator. However, technology is a great aid in the so-called early
claim screening process, which can be done with a (semi-)automated indicator-based fraud
screening model. This model can implement various different techniques, from the simplest ifelse rule system, to the most complex, hybrid statistical and computational methods. Therefore,
the next part of the third chapter offers an in-depth presentation of the currently existing
methods with their advantages and disadvantages.
During the development of any (semi-)automated fraud detection model, it is of utmost
importance to define the potential fraud indicators correctly. Because of these, in the next part
of the chapter we presented the most important bodily and non-bodily injury related fraud
indicators. However, we discussed only the non-bodily injury related indicators in-depth. The
reason being that these types of indicators are available during the early claim screening
process. The indicators related to bodily injuries or hospital treatment and recovery are not
available in this phase. Regarding non-bodily injury indicators, we compiled a list of 92 fraud
indicators. While creating this list, we took into consideration the related literature, as well as
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the opinion of industry experts from Romania. Based on the rankings created from different
points of view, we created an aggregated list as well, which could be used as a starting point
for further studies or works for any scholar or industry expert.
After presenting the various fraud detection methods and fraud indicators, the performance
measurement of the motor insurance fraud detection methods is presented. The performance
measurement of fraud detection methods (including, but not limited to motor insurance frauds)
is a binary classification problem. However, the performance measurement of motor insurance
fraud detection methods is special, since the imbalanced (skewed) dataset problem and its
impact on performance measurement has to be considered as well.
Finally, in order to summarize the knowledge with respect to the above presented
challenges from the 52 studies regarding the motor insurance fraud detection, in the last part of
the third chapter, we present different classifications and summary tables. With this
compartmentalization we are able to showcase trends in research methods, highlighting the
ones that have been successful and any possible factors yet undiscussed. Moreover, the
performance of the detection methods, the different datasets and the most important researches
and the journals that publish them become easy to review.
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SUMMARY: CHAPTER 4 – COST-EFFECTIVENESS OF THE MOTOR
INSURANCE FRAUD DETECTION METHODS IN ROMANIA

In the fourth chapter, based on the challenges related to motor insurance fraud detection
presented before, we analyzed the cost-effectiveness of the currently known detection methods.
It is obvious, that from a corporate point of view there is a need to measure the benefit (cost
saving) of any detection methods. In order to calculate this benefit generated by the usage of
certain detection methods, our start point was the method proposed by (Phua et al., 2004) and
(Viaene, et al., 2007).
It is important to note, that in both cases the authors are calculating with the assumption
that true negative cases (when an honest claim is labelled as honest) do not have extra expenses
for insurance companies. However, after interviewing several Romanian industry experts and
anti-fraud department managers, we came to the conclusion that in practice, these true negative
cases have an extra cost as well. The expense can be either the salary of an employee for
fulfilling certain extra tasks related to the verification process of a claim’s legitimacy, or simply
the cost of a service used. Even though these expenses are only a few euros, considering the
great amount of claims, they can amass a huge value.
Similar to the true negative cases, the cost calculation for true positive cases (when a
fraudulent claim is labelled as fraudulent) is different in practice than it is in the literature. The
reason being, that in the literature, in case of a true positive case the insurance company does
not pay to the insured and the only expense is the one incurred during the investigation.
However, in the industrial practice, the situation is different. Many studies including (Derrig
& Ostaszewski, 1995), (Weisberg & Derrig, 1998) have proven that, motor insurance fraud is
mainly composed of overvalued contracts (build-up). When a build-up fraud is detected the
insurance company usually pays a reduced compensation. Our interviewees have confirmed
that it is really rare for the insurance company to fully deny paying compensation (they usually
offer a smaller amount, which they consider correct). This has many explanations, some of
them are the lengthy and costly juridical process or the negative marketing.
Due to the problems presented above, in the fourth chapter we proposed a new cost
calculation method, which takes into account all the expenses arising during the fraud detection
process. The cost-effectiveness of the fraud detection methods presented in the earlier
mentioned 52 scientific articles and conference proceedings which are related to the motor
15

insurance fraud domain, were calculated using the proposed cost calculation method. It is
important to note, that a part of these studies approached the motor insurance fraud domain
theoretically and do not offer a specific fraud detection system. Because of these, we were able
to identify only 77 different statistical, data mining or artificial intelligence-based fraud
detection methods. However the 77 detection methods still contain some approaches where the
performance under 100% real circumstances is questionable1, thus we also analyzed a shrunk
list made up of only 40 models (models for which the detection method’s performance was
tested on imbalanced real world datasets). Table 1 summarizes the 77 (respectively the 40)
models’ cost saving ability in three different cases.
Table 1: Cost saving potential of the detection methods in case of Romania

Fraud Rate
Average Cost Per Claim
Average Cost Per
Investigation
Average Cost Of Normal
Claim
Average Saving In Case Of
Identified Fraudulent Claims
Nb. of unprofitable models
Nb. of models with cost saving:
>25% of max possible
>50% of max possible
>75% of max possible
>90% of max possible

Most likely case
77
40
models models
10%
10%
2420
2420

Worst case
77
40
models models
5%
5%
2420
2420

Best case
77
40
models models
20%
20%
2420
2420

145

145

193

193

97

97

12

12

12

12

12

12

485
41

485
28

315
70

315
39

1213
0

1213
0

26
17
11
0

5
1
1
0

5
3
1
0

1
1
1
0

71
63
34
7

35
32
9
0

Source: Own editing

The proposed cost saving calculation method was also applied in the case of two Romanian
insurance companies in order to verify the profitability of the 77 (respectively the 40) models
in case of certain companies (see Table 2). Claims for third party liability insurance (MTPL)
and comprehensive car insurance (CCI) were analyzed separately for both insurance
companies. Table 2 summarizes the results.

1

For instance, (Artıś , et al., 1999) and (Artís, et al., 2002) used a real world set of data during the study,
but the sample was not exactly random, as it was made up of 997 fraudulent and 998 legitimate claims.
(Wilson, 2009) used 49 fraudulent and 49 lawful claims. (Wang & Xu, 2018) worked with 1660
fraudulent and 1660 legal claims. The true performance of the mentioned methods on imbalanced sets
of data is uncertain.
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Table 2: Cost saving potential of detection methods in case of two Romanian insurance
companies

Fraud rate
Average Cost Per Claim
Average Cost Per Investigation
Average Cost Of Normal Claim
Average Saving In Case Of
Identified Fraudulent Claims
No. of unprofitable models
No. of models with cost saving:
>25% of max possible
>50% of max possible
>75% of max possible
>90% of max possible

Company A
MTPL
CCI
10%
3%
1250
870
205
97
12
12

Company B
MTPL
CCI
12%
8%
2360
1160
160
160
0
0

160
40

242
33

675
22

338
36

0
0
0
0

4
1
1
0

7
2
1
0

1
1
1
0

Source: Own editing

The results in both cases clearly show that only a small percent of the currently available
motor insurance fraud detection methods can be applied in a truly lucrative manner.
Of course, seeing the previous results, questions like what happens if we use other inputs
in case of the calculations, or fraud detection methods are also unprofitable in case of other
insurance companies can arise instantly. In order to answer these questions, the costeffectiveness of the 40 methods were calculated in 3534 different situations covering all
probable input combinations. The results of these scenarios are presented with the help of
heatmaps.
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CONCLUSIONS

An essential part of any study is the construction of a competent classification framework
and an assembly of appropriate literature. The research of motor insurance fraud detection is
no exception. Despite the recognized significance of data extraction methods in the detection
of motor insurance fraud, the aforementioned framework or an organized review of their usage
in motor insurance fraud detection studies is missing. Because of this, first of all, in this study,
we carried out a review of academic articles and delivered an extensive bibliography and
categorization framework for the usage of data mining and machine learning in motor insurance
fraud detection. In this sense, our goal was to provide valuable information for both scholars
and practitioners of the respective fields in which certain techniques can be used in motor
insurance fraud detection, and to report and assemble an organized review of the flourishing
publications regarding motor insurance fraud detection.
Regarding this part of the study (comprehensive literature review), we would like to
emphasize certain general difficulties the authors faced and that are essential in understanding
the literature. First of all, studies have shown that there is no generally accepted definition of
automobile/motor insurance fraud. The most common definition (worldwide) is probably the
Massachusetts Regulation (211 CMR 93.03) which defines fraudulent claims as “claims
submitted with the intent of receiving a larger payment from the insurer than the amount, if
any, to which the claimant is entitled under the policy, including claims for (i) non-existent
losses; (ii) amounts in excess of actual losses; or (iii) incidents which the claimant has arranged
in an effort to receive an insurance payment” (Massachusetts Regulation, 1993). Nevertheless,
this definition does not contain other types of fraud, such as the so-called misrepresentation or
the recklessness of the insured person (which is a consequence of the very existence of the
insurance). As presented in (Wilson, 2009), the so-called “misrepresentation” is less deliberate.
“The defrauders may rationalize that there is nothing wrong with their actions. An example is
a parent who’s child just received a driver’s license and, knowing that the family’s insurance
rates will skyrocket, allows their child to operate a vehicle without notifying the insurance
company that the 16 year old driver has not yet been rated” (Wilson, 2009, p. 2). Similarly,
recklessness does not necessarily mean an intentional attempt to cause a loss. However, the
insured person engages in actions that he/she would not normally engage in if the possible
adverse outcome was their personal burden. An example is when people have full coverage
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(which covers not only their liability but damage to their car as well) and because of it they
become less careful. In addition, different countries have different legislation which leads to
different insurance products. The different products lead to different insured behavior and
render certain motor insurance fraud types meaningless in some countries. An example could
be the fraudulent behavior in case of bodily injury claims which are important on the US
market, but seem less relevant in the European context (because of the compulsory health
insurance) (Artıś , et al., 1999). In summary, the lack of precise definition of motor insurance
fraud could be explained by the variety of motor insurance products, by the diversity of
legislation from country to country and by the insured person’s behavior which can also be
very diverse.
Another general problem in motor insurance fraud detection is the lack of reliable data. As
described in (Brockett, et al., 1998) “the reliability of each dependent variable couldn’t be
verified in the real world, due to data limitations. Unlike other fraud detection problems, such
as credit card fraud, most automobile bodily injury claims cannot ultimately be verified. It is
either too costly or impossible to determine and classify without doubt a fraudulent bodily
injury claim unless a reliable court decision is available. However, insurance companies tend
not to resolve a claim in this manner because it is both risky and costly” (Brockett, et al., 1998,
p. 247). As a result, datasets (not just the bodily injury claims, but all motor insurance claims)
used in fraud detection in most cases contain subjective indicators and classifications. This
problem was presented in detail by (Weisberg & Derrig, 1991) and by (Derrig & Ostaszewski,
1995). They found that professionals handling different bodily injury claims had ambiguous
perceptions of which bodily injury claims constitute fraud (Weisberg & Derrig, 1991).
Additionally, (Derrig & Ostaszewski, 1995) showed the lack of concordance among experts
with respect to which claims were fraudulent. Nevertheless, these subjective indicators and
classifications made by industry experts are the only available data sources. Continuing with
data issues, we would also like to emphasize that only a few datasets were studied. From the
14 datasets in 4 cases the years of collection are unknown and only one dataset contains motor
insurance claims from the past ten years, highlighting the issue of missing reliable data in
academic research. Furthermore, the biggest part of these datasets cover only three markets,
namely they were collected on the Spanish, Chinese and USA markets. Moreover, most of the
datasets contain only a few thousand claims, while the real annual number of the motor
insurance claims is far greater, therefore the representativeness of the datasets is also
questionable.
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After the literature review, the last important conclusion of this study can be drawn: the
lack of cost-sensitive approaches. Despite the purpose of motor insurance fraud detection
process being the decreasing of expenses of insurance companies caused by motor insurance
fraud, only a few studies of this type exist. Most of the studies focused on minimizing the error
rate (misclassification) rather than on the total costs or on the profitability of the investigation
process. Only (Phua, et al., 2004), (Viaene, et al., 2007) and (Zelenkov, 2019) proposed costsensitive approaches.
After the comprehensive literature review, along with the different motor insurance fraud
schemes, in this study we presented an aggregated ranking of the most important motor
insurance fraud indicators. While creating this aggregated ranking, we took the indicators
presented in the literature into consideration, as well as the indicators recommended by the
industry experts during our interviews and the ones present in our survey. Thus, the aggregated
ranking can serve as a really good starting point for any future scholar or insurance company
who wants to look into any part of motor insurance fraud detection. It can be helpful when
insurance companies are working on their own accident reporting statements available on their
website, or on their online claim reporting. It could also aid in deciding which accident-related
data should be registered (for data analysis performed later on). It offers help for any scholar
who is gathering data for a research or during the development of a model, when the initial
input parameters have to be decided.
The last part of the study is related to the performance measurement of fraud detection
methods in case of imbalanced datasets and the cost saving ability of these methods. The study
shows that the currently utilized performance indicators either cannot be used on imbalanced
datasets (at least not in the ways presented in the literature so far) or they render the comparison
of methods really hard, as it is impossible to describe the performance of a method with a single
indicator. Moreover, these performance indicators do not take into consideration the expenses
arising during the fraud detection process. Therefore, the current study offers a cost-based
performance evaluation, instead of the minimization of misclassification errors. While there is
an approach proposed by (Phua, et al., 2004) which considers the lowest number of expenses,
during the industry interviews the following was noted: not only the fraud detection process is
different in the industry practice and the literature, the related expenses vary as well. By taking
into account the real industry procedure and the related expenses, the current study shows that
applying most models recommended by the literature in the most likely economic and market
environment is not profitable at all.
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As the economic and market environment is changing constantly, we created more different
simulations in order to analyze the cost saving ability of certain models. We paid special
attention to the Romanian environment, furthermore, we used the data provided by two
insurance companies and analyzed the cost saving ability of the models on the parameters
specific to those insurance companies as well (examining the CCI and MTPL claims
separately). The results clearly show that only a small percent of the studied motor insurance
fraud detection approaches can be applied in a truly lucrative manner.
Beyond the Romanian case study, using heatmaps, we compared the cost saving ability of
the studied motor insurance fraud detection methods, thus offering a possibility for insurance
companies and scholars interested in the topic to simply and efficiently choose the most optimal
method. We took into account the parameters specific to the given research environment as
well (including the available fraud indicators, the investigation costs or the average cost of a
claim).
Motor insurance fraud detection challenges and future directions
Motor insurance fraud detection is a developing field where it is best to outpace the
perpetrators. Furthermore, it is obvious that many aspects of intelligent fraud detection are still
to be looked into. In the following section we will showcase some of the most important open
issues related to motor insurance fraud detection and also recommend areas for possible
upcoming research.
Considering that it is a categorization issue, motor insurance fraud detection suffers from
the same problems as other similar issues. The selection of features has a huge effect on the
success rate of any categorization method. One of the greatest advantages of the computational
intelligence and data extraction techniques is their capability of adapting to fit the domain of
the problem. Only a small part of the current studies has used any kind of customization or
fine-tuning for certain issues, even though fine-tuning is a significant factor regarding the
performance of an algorithm. For instance, the number of nodes and internal layers within a
neural network has a significant effect on accuracy as well as on computational performance.
Likewise, the selected kernel function will significantly modify the success rate of a support
vector machine and criteria like the fitness function, crossover technique, and the likelihood of
mutation will affect the outcomes of a genetic programming algorithm. Studies on customizing
or boosting computer-based techniques are necessary to achieve a true perspective of each
method’s ability.
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Financial data being private, has led to organizations holding back fraudulent information.
This affected the analyzed fraud types as well as the datasets in use. In the presented
publications a significant part of the motor insurance fraud simulations was made up of less
than a few thousand samples, usually with similar amounts of legal and fraudulent specimens.
This is the exact opposite of the reality of the problematic field, where legitimate transactions
outweigh fraud cases by far. Having few samples may induce biases in the data which do not
precisely depict real world cases. Further studies are required with lifelike samples for a proper
representation of each technique’s performance.
Contrary to most classification problems, motor insurance fraud detection solutions need
to have the capability of processing active attempts to avoid them. As the aforementioned
techniques are constantly developing, fraudsters are also enhancing their methods. Thus, the
capability of developing detection models faster than the fraudsters is a must for motor insurers.
Researchers have looked into models for adaptive categorization, but in-depth studies are
needed to fully enhance these to be used in real-world fraud detection issues.
As discussed earlier, the expense of fraud for businesses is immense and it also has
associated costs: systems necessitate a fair amount of maintenance and computational power,
along with experts who must be employed to constantly monitor them and look into identified
cases with fraud suspicion. The cost of misclassification of a legitimate claim as fraudulent
(false positive), is usually far less than the opposite (false negative). Only a few studies have
been carried out on the disproportionate nature of the mentioned expenses. Taking into account
the accuracy, sensitivity or specificity of each fraud detection technique, the main goal should
be reaching an optimum depth for each method, resulting in the smallest cost. Studies explicitly
directed to finding this balance would increase the practical worth of motor insurance fraud
detection greatly.
Regarding the cost saving ability of the motor insurance fraud detection methods, it would
be useful to examine the combination of our suggested method and the approach suggested by
(Phua, et al., 2004); handling the total damage (where the amount of compensation is equal to
the value of the insured vehicle) and the partial damage claims separately. Obviously, an
industry dataset which separates these two types is necessary. Nevertheless, this is the most
accurate way to determine the cost saving ability of the motor insurance fraud detection
methods, which is a required condition of applicability in the industry.
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Finally, it would be interesting to analyze and compare the cost saving ability of those
detection methods, for which the authors did not communicate the performance in the way
presented in this study, but for instance with a ROC curve or by the means of AUROC.
Limitations
At least three major restrictions can be found in this study. Firstly, only a handful of
keywords were used when browsing the Web of Science database for conference proceedings
and papers published between 1990 and 2020. Moreover, the publications we searched for were
written in English only.
Secondly, the research was based on the assumption that it can always be clearly
determined whether a claim is fraudulent or not. However, as we presented earlier certain
researchers found that professionals handling different motor insurance claims had ambiguous
perceptions of which claims constitute fraud.
Finally, the fact that the presented detection methods’ detection performance (sensitivity
and specificity) was tested on different datasets. It would be ideal to analyze the sensitivity and
specificity of all the presented detection methods on the same real world, imbalanced dataset
(possibly multiple datasets) and only afterwards determine the cost saving ability of different
detection methods.
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